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QUESTION 21
If a file (readme.txt) on a hard disk has a size of 2600 bytes, how many sectors are normally allocated to this file?

A.    4 Sectors
B.    5 Sectors
C.    6 Sectors
D.    7 Sectors



Answer: C

QUESTION 22 312-49v9 Dumps,312-49v9 Exam Questions,312-49v9 New Questions,312-49v9 VCE,312-49v9 PDF
What is a SCSI (Small Computer System Interface)?

A.    A set of ANSI standard electronic interfaces that allow personal computers to communicate with peripheral hardware such as disk drives, tape drives. CD-ROM drives, printers, and scanners
B.    A standard electronic interface used between a computer motherboard’s data paths or bus and the computer’s disk storage devices
C.    A “plug-and-play” interface, which allows a device to be added without an adapter card and without rebooting the computer
D.    A point-to-point serial bi-directional interface for transmitting data between computer devices at data rates of up to 4 Gbps

Answer: A

QUESTION 23 312-49v9 Dumps,312-49v9 Exam Questions,312-49v9 New Questions,312-49v9 VCE,312-49v9 PDF
An attack vector is a path or means by which an attacker can gain access to computer or network resources in order to deliver an attack payload or cause a malicious outcome.

A.    True
B.    False

Answer: A

QUESTION 24 312-49v9 Dumps,312-49v9 Exam Questions,312-49v9 New Questions,312-49v9 VCE,312-49v9 PDF
Network forensics can be defined as the sniffing, recording, acquisition and analysis of the network traffic and event logs in order to investigate a network security incident.

A.    True
B.    False

Answer: A

QUESTION 25 312-49v9 Dumps,312-49v9 Exam Questions,312-49v9 New Questions,312-49v9 VCE,312-49v9 PDF
Digital evidence validation involves using a hashing algorithm utility to create a binary or hexadecimal number that represents the uniqueness of a data set, such as a disk drive or file.
Which of the following hash algorithms produces a message digest that is 128 bits long?

A.    CRC-32
B.    MD5
C.    SHA-1
D.    SHA-512

Answer: B

QUESTION 26 312-49v9 Dumps,312-49v9 Exam Questions,312-49v9 New Questions,312-49v9 VCE,312-49v9 PDF
LBA (Logical Block Address) addresses data by allotting a ___________to each sector of the hard disk.

A.    Sequential number
B.    Index number
C.    Operating system number
D.    Sector number

Answer: A

QUESTION 27 312-49v9 Dumps,312-49v9 Exam Questions,312-49v9 New Questions,312-49v9 VCE,312-49v9 PDF
Which of the following attacks allows attacker to acquire access to the communication channels between the victim and server to extract the information?

A.    Man-in-the-middle (MITM) attack
B.    Replay attack
C.    Rainbow attack
D.    Distributed network attack

Answer: A

QUESTION 28 312-49v9 Dumps,312-49v9 Exam Questions,312-49v9 New Questions,312-49v9 VCE,312-49v9 PDF
SMTP (Simple Mail Transfer protocol) receives outgoing mail from clients and validates source and destination addresses, and also sends and receives emails to and from other SMTP servers.

A.    True
B.    False

Answer: A

QUESTION 29 312-49v9 Dumps,312-49v9 Exam Questions,312-49v9 New Questions,312-49v9 VCE,312-49v9 PDF
In Windows 7 system files, which file reads the Boot.ini file and loads Ntoskrnl.exe. Bootvid.dll. Hal.dll, and boot-start device drivers?

A.    Ntldr
B.    Gdi32.dll
C.    Kernel32.dll
D.    Boot.in

Answer: A

QUESTION 30 312-49v9 Dumps,312-49v9 Exam Questions,312-49v9 New Questions,312-49v9 VCE,312-49v9 PDF
What is the “Best Evidence Rule”?

A.    It states that the court only allows the original evidence of a document, photograph, or recording at the trial rather than a copy
B.    It contains system time, logged-on user(s), open files, network information, process information, process-to-port mapping, process memory, clipboard contents, service/driver information, and command history
C.    It contains hidden files, slack space, swap file, index.dat files, unallocated clusters, unused partitions, hidden partitions, registry settings, and event logs
D.    It contains information such as open network connection, user logout, programs that reside in memory, and cache data

Answer: A
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